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1 Introduction

1.1 Purpose

This document states and describes the software requirements for the MOINC (Mora On-line
Infrastructure for Network Computing) server development project. This software development project
is carried out as a part of the CS-4200 module conducted by the Department of Computer Science and
Engineering, University of Moratuwa under the sub category of software architecture. This document
covers all the major functional, non-functional, performance, security and safety requirements of the
MOINC server. This document also provides the basis for scope, design and development of the entire
project and it will constitute all the planning, estimation and development activities associated with the
project.

1.2 Target Audience

This requirements specification document is intended to be reference material for all the academic staff
members of the University of Moratuwa who are involved in supervising and evaluating projects carried
out under the CS-4200 module. Also this document is targeted towards all the mentors and industrial
supervisors associated with the MOINC server development project. In addition to that this specification
will function as primary reference material for all the developers engaged in this project and the
projects associated with it.

1.3 Project Scope

The MOINC server acts as a Web Services application server which supports deployment of Java Web
Services. It is capable of using the computing power of idling computers connected to it as a means of
providing high availability and scalability through the concepts of clustering and grid computing. Each
idling computer will be added to the MOINC cluster dynamically as a new node. Once a computer
becomes a member of the MOINC cluster it will become capable of processing certain Web Services
requests. When a node shifts into the active state from the idling state it will be removed from the
cluster. The server will use some form of a standard group communication protocol to communicate
with various nodes in the cluster.

The MOINC server will also have a service execution environment which operates as the primary Web
Services requests processor. When there are no idling computers connected to the MOINC cluster all the
service requests will be handled by that.
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Also the MOINC server will be capable of handling any errors that might occur while dispatching Web
Services requests among various nodes in the cluster. This becomes a major requirement when it comes
to determining the level of reliability supported by the MOINC server. The server will also take care of
performing roll-back and relocate operations to cope up with the situations where a node performs a
certain task for sometimes and suddenly shifts into the active state without completing the task.

In addition to that the MOINC server would expose a set of APIs as a means of extending the
functionality of the MOINC server by plugging in various other modules in the MOINC platform. All the
server administration tasks and options will be exposed via a set of feature rich Uls.

The MOINC server enables large organizations and Universities to make most out of the electrical energy

which is largely wasted on idling computers and also to optimize the resource usage of their computers.

For large companies MOINC server will provide a robust solution for all their Web services availability

FYR LISNF2NXYIFYyOS AdadsSaed LYy FRRAGAZ2Y (2 GKIFIGO FNRY
will experience a much better service with a very good response time for the requests they send out.

1.4 References

BOINC on-line User Documentation
http://boinc.berkely.edu/wiki/How BOINC works

e WSO0O2 WSAS Project Home Page
http://wso2.org/projects/wsas

e BOINC Client Server technology
http://boinc.berkely.edu/wiki/BOINC client-server technology

1.5 Document Conventions

Font:
e Major Headings ¢ 14pt, Cambria, Blue
e Sub Headings - 13pt, Cambria, Blue
e Other Headings - 11pt, Cambria, Black

o All Text - 11pt, Calibri, Black
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2 Overall Description

2.1 Product Perspective

When the MOINC server is considered as a single independent entity it can be categorized as a stand-
alone application. It can be installed in a single physical machine and one physical machine is all that is
required to initialize and start the MOINC server. But however it is hardly of any use as a single isolated
entity. Instead it has to be used with other elements of the MOINC platform, specially with the MOINC
client instances that reside in other physical machines. Then only the MOINC server can deliver what it is
capable of. Hence it is most appropriate to treat the MOINC server as one important element or
component in a big distributed system.

The MOINC server can be used as a replacement for existing Java Web Services application servers.
Almost all the key functions of such application servers are also supported by the MOINC server. It is the
level of availability and scalability that makes MOINC different from ordinary Web Services application
servers.

2.2 Product Features

The MOINC server would convert any PC into a Java Web Services deployment platform. Followings are
the key features of the MOINC server. These features are described in detail later in this document.

e Deploy a Java Web Service

e Modify or remove an existing service

e Add anidling computer to the MOINC cluster

e Remove a computer from the MOINC cluster and relocate the tasks

e Enable or disable utility features

2.3 User Characteristics

This MOINC server core is used in organizations where large computing power is available. Therefore
Large and medium scale organizations who already use or are planning to use Web services for various
business related activities and Universities where large computing power is available can be categorized
as potential users of this system.
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Because the usage of web services as the way to allocating tasks for the clients, the user should be very
familiar with fundamentals of web services. In addition to that the user also should have a good
knowledge on Java web services development and deployment.

Also this MOINC server core will be used as the core management module for handling all the
transactions. Therefore the wuser should be capable of handling all the issues regarding
system/server/network administration.

2.4 Assumptions and dependencies

The distribution of client requests among idling computers is done through the network that the system
has access to. Therefore the application needs a network connection to carry out its work.

Since the MOINC application is going to be built using Java, it needs a machine that has Java Runtime
Environment (JRE).

MOINC server core is designed to handle large amount of traffic transactions regularly. Therefore in
order to achieve that goal, it will require some high end hardware configuration.

2.5 Operating Environment

2.5.1 Hardware requirements

e Intel Pentium 4, 3.0 GHz or above.
e System memory of 1GB or above.
e A hard disk space of 160GB or above.

e A high speed network connection.

2.5.2 Software requirements

e Java runtime environment 1.5 or above.

MQINC :
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2.6 Design and implementation constraints

For executing web services we will be using one of the existing web services engines. Due to this MOINC
too will carry the limitations that the web services engine has.

Since the MOINC server core is designed to handle large amount of data transactions regularly it also
needs a mechanism to store necessary data. This can be a constraint because of the limitations of the
repository implementation we are going to use.

Overall system performance will be highly dependent on the amount of network bandwidth available
and the hardware configuration of the server.

2.7 Product Documentation

A comprehensive user manual will be shipped with each MOINC server distribution. The user manual
will be of HTML format and will be completely on-line browsable. This manual will describe all the
important aspects of the MOINC server and will include step-by-step guides for installing, configuring
and administrating the MOINC server.

In addition to that since MOINC server will be developed and distributed under the open source
principals the full source code, javadocs and other design documents will be made available in the
project website. Also a public mailing list will be opened up for user queries and all the mail archives will
be made public.

Currently all the discussions related to the project take place in a private mailing list. Mail archives
related to these discussions will be also made public in the future.

3 System Features

3.1 Service Client Listener

3.1.1 Description

In order to render services to the client, the MOINC Server should listen to incoming web service
requests. These clients are web service clients in which they rely on web services available in the
internet.

MQINC :



MOINC Server Software Requirements Specification

Use Case Client Listener Trigger Incoming service
request

Preconditions

e  MOINC Server is up and running

Main Event List/Flow of Events

e Service client sends a web service request.

e MOINC Server accepts the request.

Terminating Outcome Condition Affecting Post-conditions
Terminating Outcome

Service request will be e Number of available idle e Server should dispatch
forwarded to a service computers and their working data to idle computers in the
runtime environment. history log cluster.

e If no computers
available in the cluster,
server process the web
service

3.1.2 Priority

Very High

3.2 Assignment of nodes to process incoming web service requests

3.2.1 Description

Once the MOINC Server gets an incoming web service request from a client, it will assign a single job
to an unoccupied node in the cluster. Having dispersed computers to achieve this goal, the MOINC
Server sends web service code along with the input data to the distant computers.
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Use Case Assignment of jobs Trigger Incoming service
to dispersed request
computers

Preconditions

e MOINC Server is up and running

e Subscribing idle computers should exist

e Server should be getting web service requests

Main Event List/Flow of Events

e Service requester requests a web service

e MOINC Server chooses one idle computer

e Dispatch the Data along with the web service code to the idle computer for processing

Terminating Outcome Condition Affecting Post-conditions
Terminating Outcome

An Idle computer processes Number of available idle The idle computer starts
the client request. computers and their working processing the service
history logs request
3.2.2 Priority
Very High

3.3 Eventlogging

3.3.1 Description

Since MOINC Server core is a large complicated software system, errors and bugs are inevitable. To
track all these bugs, defects and any execution abnormality, logging of the execution is paramount.
Moreover, to improve the efficiency, the data this logging render are useful as it gives insight
towards the execution of the Server.
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Use Case Logging the Trigger None
execution

Preconditions

None

Main Event List/Flow of Events

Entire working flow containing events from the start to the end.

Terminating Outcome Condition Affecting Post-conditions

Terminating Outcome

None None None

3.3.2 Priority

High

3.4 Smart start/stop of server

3.4.1 Description

The MOINC Server is the primary component of the entire MOINC platform. Therefore, the start and
stop of the server become two major operations which can be considered features. The start of the
Server should initialize the core service deployment environment and all the dynamic operations. It
should also start up the Server Enhancement Module, if engaged. The stopping of the server should
smoothly be done after a range of important operations such as taking care of the already
processing services, dispersing the cluster and saving intermediate states for future reference and
bringing the server to a complete halt.

Use case Start Server Triggers Server Start-up
command

Preconditions

MOINC Server should be pre installed and configured.

Main Event List/Flow of Events

Start up the MOINC Server

Terminating Outcome Condition Affecting Post-conditions
Terminating Outcome

The Server is started with e Successful The MOINC Server is
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3.4.2

the Server Enhancement

initialization of all sub

Module also initialized components.

and the Entire Server side e Appropriate system
component along with the properties should be set
such as the JAVA_HOME

environment variable.

Server Management
Console become up and
running.

Use case Stop Server Triggers

Preconditions

The MOINC Server should be up and running.
Main Event List/Flow of Events

1. Check state of processing in the cluster.
2. Stop accepting Web Service requests.

ready to accept Web
Service requests and
process them in itself or
on the cluster.

Initiation of Server shut
down sequence

3. Force stop ongoing service processing in the cluster and/or Server above a specific

estimated completion time.

4. Close Server Management Console.

5. Shut-down Server Enhancement Module.

6. Notify the temporary unavailability to all interfaces.
Condition Affecting
Terminating Outcome

Terminating Outcome
The external interface Successful completion of
would reflect the sleep shutdown sequence.
state of the Server and the

Server will be closed for

further Web Service

requests.

Priority

Trivial

Post-conditions

Server will be ready for
the next start-up.
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3.5 Web Service Management

3.5.1 Description

The core functionality of this platform is hosting web services. Therefore, the usual generic features
of a Web Services Application Server ¢ service deployment and service modification should be
provided by the MOINC Server, without compromising any of these, consequent to the
enhancements done to enable distributed processing. This will be ensured by using the existing
functionalities of the Web Service engine being used.

Use case Deploy a web Triggers None
service

Preconditions

e MOINC Server should be up and running.

e Authorised access for the Server Management Console should be available.

Main Event List/Flow of Events

1. Go to Service Management Interface.

2. Upload the Service artifacts.

Terminating Outcome Condition Affecting Post-conditions
Terminating Outcome

e The new service will The deployed service and Service becomes usable,

be added to the list of its configuration should be modifiable and

available services. faultless. removable.

e The service becomes
available over one or
more EPRs.

e The WSDL files, policy
files of the service
become available.

Use case Modify a web Triggers
service

Preconditions

e MOINC Server should be up and running.

e One or more web service should be deployed.
Main Event List/Flow of Events

3 Go to the Service Management Console.

MQINC
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4  Pick the Service of concern.
5 Make the necessary changes via the Ul.

Terminating Outcome Condition Affecting Post-conditions
Terminating Outcome
The service deployment Proper modification of The updated service
gets updated. parameters and/or becomes usable,
properties. modifiable and
removable.

3.5.2 Priority

Very High

3.6 Cluster status monitoring

3.6.1 Description

With the MOINC approach, the cluster plays an important role in processing web service requests.
Therefore, the Server must always monitor the behavior of the cluster as a whole while closely
monitoring each node as well. The Server will be interested in keeping an eye on the availability of
node computers in the cluster and the nodes that are already in the process of handling services.
Since additions/removals are prime features, they are discussed separately, whereas this feature
gAftf YFAyfte F20dza 2y GUKS {SNIBSNRa FdzyOlAzylfAade

Use case Monitor cluster Triggers None
status

Preconditions

1. MOINC Server should be running.

2. Cluster should exist with at least one node computer

Main Event List/Flow of Events

1. Keep track of unoccupied computers in the cluster.

2. Check process performance parameters of each occupied node computer.

Terminating Outcome Condition Affecting Post-conditions

Terminating Outcome

NM@INILC i1
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The successful processing e Effectiveness in The Server should
2F aSNWBAOSa monitoring algorithms. continue to listen to
jobs. e Links between the notifications from the

Server and Node
Computers should be
stable.

3.6.2 Priority

Very High

3.7 Dynamic Expansion of the cluster

3.7.1 Description

node computers.

The cluster expansion is triggered by the registration of node computers to the clusters. After
registration via the client programs, the node computers acknowledge the Server through the Server

Enhancement Module that they are willing to take up some tasks and execute. The registration of a
new node or accepting an already registered node is done by the Server Enhancement Module and
the Server only gets to know that one more node is joining the cluster. Thereafter, the Server adds

the node to the working cluster, and keeps monitoring it. This is done for each node that is willing to

join the cluster and provide services.

Use case Addition of a Triggers
node to the
cluster

Preconditions

MOINC Server should be running

Main Event List/Flow of Events

Add the node to the unoccupied pool of the cluster.

Terminating Outcome Condition Affecting
Terminating Outcome

The cluster size increases Successful registration of

by one the node in to the cluster.

New node notification
from a node computer.

Post-conditions

The client should still be
in an idle state in order to
have the ability to be in

MQINC
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3.7.2  Priority

Very High

3.8 Dynamic Removal of node Computers

3.8.1 Description

the cluster and accept
process requests.

The MOINC platform is geared towards utilizing unused processing power and electricity. Therefore,

the contribution of node computers occurs only when they are idle, and this is when they are willing

to process web services. However there are many instances where this availability can disappear. A

node can suddenly be active due to the user of that particular computer or it can simply black-out

due to a power drop. Whatever the case may be, such nodes should be removed from the cluster

and any jobs assigned to those nodes should be relocated with minimum impact on performance.

Use case Remove an Triggers
unoccupied node
from the cluster

Preconditions

1. MOINC Server is running

2. The node has just signed in or idling after a job is completed.

Main Event List/Flow of Events

Remove node from the cluster.

Terminating Outcome Condition Affecting
Terminating Outcome

The respective node is Successful resource de-
removed from the cluster allocation to release the
node.

1. Busy notification from
the MOINC client

2. Force stop during
Server shut down.

Post-conditions

The rest of the nodes
should be still available
for processing.

MQINC
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Use case Remove an occupied Triggers
node from the
cluster

Preconditions

1. MOINC Server is running

2. The node is in the process of processing a WS.
Main Event List/Flow of Events

1. Relocate current job.

2. Remove node from the cluster.

Condition Affecting
Terminating Outcome

Terminating Outcome

The job is dispatched to

Successful reallocation of

another idle computer the job.
available, and the node in
concern is removed from

the cluster.
3.8.2 Priority
Very High

4 External Interface Requirements

4.1 User Interface (Server Management Console)

The MOINC server needs to have an attractive set of user interfaces that exposes all the common server
administration tasks. This will form the MOINC server management console and it would be best if it can
be developed as a Web based control panel so that the server administrators can command and control
the server from remote locations. However access to this server management console has to be

1. Busy notification from

the MOINC client
2. Force stop during
Server shut down.

Post-conditions

The job should be taken
up by at least one other
node in the cluster or if
the cluster size becomes
zero, the Server should
process the request.

restricted and only authenticated and authorized system administrators should be able to use it.

MQINC
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It would be also fine to have a publicly accessible set of user interfaces. This public section of the server
management console should not expose any administration controls and should be only used for
displaying general information related to the MOINC server instance.

The server management console should be activated every time the MOINC server is started and should
remain active until the server is shut down. The system administrators should be able to access these
interfaces at any moment provided that the server is up and running. Also an authentication must be
carried out before any administrator is granted access to the restricted section of the MOINC server
management console.

Some of the administration tasks that should be accessible from the MOINC server management console
are listed below.

e Web Services administration
e Deploy a Web Service
e View the list of deployed Web Services
e Start/Stop a deployed Web Service
e Delete a deployed Web Service
e Plug-ins/Modules/Utilities administration
e Engage a server module
e Disengage a server module
e Setup and configure a server module
e User administration
e Create new users
e Remove existing users
e Edit user privileges

The above list is based on our current view on the MOINC platform and it may change greatly in the
future as our understanding on the solution and the MOINC platform continues to grow.

15
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4.2 Software Interfaces (MOINC Server API)

The MOINC server should expose a set of APIs (Application Programming Interfaces) through which its
functionality can be easily extended by plugging in various other modules such as the MOINC server
enhancement module. Also it would be preferable if these APIs are general enough to support plugging
in of user developed modules into the MOINC server. The users should be able to setup and configure
such modules using the MOINC server management console (see 4.1).

Some of the utility functions that we are hoping to expose via the MOINC server APIs are listed below.
Client registration
Client recognition and validation
Client tracking
Platform monitoring and logging

The above list is based on our current view on the MOINC platform and it may change greatly in the
future as our understanding on the solution and the MOINC platform continues to grow.

4.3 Communication Interfaces

The MOINC server should have one or more interfaces to communicate with the remote MOINC client
instances. All the notifications coming from the individual MOINC client applications will arrive at these
interfaces. Therefore these interfaces should adhere to any of the conditions imposed by the
communication protocol in place.

In addition to that the MOINC server would expose some interfaces for the Web Services requests and
responses over standard transports such as HTTP.

5 Other Non-Functional Requirements

5.1 Performance Requirements

The high level functionality of the MOINC Server is that of a generic Web Services Application Server
powered by distributed computing capabilities. Therefore, high availability, reliability and accuracy

NM@INILC 16
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which go hand-in-hand with performance of any generic Web Services Application Server will be
provided by the MOINC Server.

The additional processing is done using the distributed resources, which are node computers that

complete the cluster. Theoretically, once the cluster size increases, processing power also increases,

which suggests that the level of reliability, speed of processing web services and availability should
AYONBIF&aSd 1 26SPSNE GKS tS@St 2F WRAAGNAROdDzGSR LI
nodes in the cluster can vary over time and this trivial set of requirements will be satisfied, provided

that the additional overheads that arise will be handled accordingly.

The additional overheads in consideration can be summarized as follows;
e Overhead of adding and removing nodes when the cluster expands.
e Listening to status of nodes.

e Relocation of jobs when nodes exit the cluster.

e Selection of the best node to assign the job.

The node management and relocation of jobs will be done in a push based method in the listening
process to nodes, in order to reduce the delay in completing the facilitation of the requested Web
Service. In this case, the only significant delay will be due to network congestion and bandwidth.

Furthermore, the number of levels that a result of a Web Service request would have to go through
would increase by one when the service processing is dispatched to a node computer in the cluster.
The binding process between the client and node computer will be done using the help of fast, real-
time algorithms to pick the best node.

5.2 Input/Output Requirements

The 1/0 related to the MOINC Server as a Web Services Application Server will have the standard 1/0
related to Web Services standards.

In addition, in the other parts where the MOINC Server interact with the Enhancement Module,
node computers etc, standard data representation formats such as XML will be used over standard
protocols such as HTTP.
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5.3 Safety Requirements

The application in its working mode is connected to the internet and to a large network of
computers. Therefore receiving of malicious data like virus attacks is inevitable. So the system
needs to be protected from these kinds of intrusions. To achieve this we need to restrict access to
the MOINC file system, repository and configurations. MOINC server management console (server
admin console) should be well protected. Authentication and authorization should be implemented
in a proper way to achieve this.

5.4 Software quality attributes

Reliability T MOINC server should provide a reliable service to the Web service clients by processing
all the valid incoming service requests. Service requests should not get misplaced or 'dropped' in
the process of forwarding them to a node in the cluster.

Safety T MOINC server should take action to verify the safety of MOINC clients. Server should be
well aware of files/code it is downloading into clients. MOINC server should also honor the policies
specified by MOINC clients and should take action according to that.

Security I Only the authorized administrators should be able to do required modifications if
necessary.
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